
QHC PRIVACY & SOCIAL MEDIA GUIDELINES 

 

Before reading through this 
piece of the package, please 
ask yourselves these two 
questions; 
 
1. Have you read about a 

privacy breach in the 
news in the past year or 
two?  (examples, Rob 
Ford breach, Princess 
Kate breach on the 
phone when she was in 
the hospital delivering 
her first baby, etc.) 

2. Have you read a social 
media post that has 
made you cringe? 
Something you read that 
you thought to yourself 
“That person should 
have never posted that” 
or “I would never have 
posted that” 

 



 

  
Anything that comes from an 
electronic source is likely to 
have personal health 
information on it and 
documents with names or 
health numbers on it are 
considered confidential.  Be 
sure to use the confidential 
waste repository that is now 
located in many areas.   
 

What is PHI (personal health information) Any identifying information 
about patients that is in verbal, written or electronic form.  It includes 
information collected by the health care team during the course of 
therapeutic relationships. 
Patients do not have to be named for information to be considered 
personal health information – information is “identifying” if the person 
can be recognized using it. 
As a staff member of QHC, most of the records you create will be 



 

The team includes all those 
providing care to the patient, 
regardless of whether they 
are employed by the same 
organization. 
The circle of care is not 
defined under PHIPA.   
 



 

Health care practitioners also 
include group practices like 
Family Health Teams 
 
Community programs or 
services who primary 
purpose is provision of health 
care would be considered 
part of the circle of care.  
 
In the hospital, the circle of 
care includes: 
Attending physician 
Health Care Team (i.e. 
residents, nurses, 
technicians, clinical clerks, 
and employees assigned to 
the patient) who have direct 
responsibilities of providing 
care to the individual.  
 



 

New reporting requirement 
from the regulatory colleges’ 
means that the colleges must 
be notified within 30 days if a 
staff person is terminated, 
resigned, or received 
disciplinary action (letter or 
written warning, suspension) 
as a result of a privacy 
breach. 
 

 



 

Social media is fundamentally 
collaborative, opening 
communication between 
participants through 
mechanisms and platforms 
that change continuously.     
 
Includes social networking, 
instant messaging and 
blogging – 3 of the latest 
technologies that have an 
impact on how nurses and 
other health care providers 
perform their jobs.   
 



 

Social media can advance 
delivery of care affecting 
people’s experience of their 
health and illness. 
 
Social media allows 
healthcare providers to use 
their knowledge, judgement 
and critical thinking abilities 
to create and share reliable 
online health resources 
 
Crisis Communication - 
During a public health crisis, 
social media is proving 
particularly beneficial at 
helping to inform and protect 
thanks to the instantaneous 
and wide-reaching ability of 
the tool. 
 

 

Participating in social media 
is not a problem as long as 
users always remain 
cognizant of their 
professional obligations.   
 
Clinicians must always be 
aware of potential 
consequences of disclosing 
patient-related information 
via social media and mindful 
of employer policies, federal 
laws, regulatory standards 
regarding patient privacy and 
confidentiality.  Patients 
should expect a clinician to 
act in their best interests and 
to respect their dignity.   
 
The casual and 
conversational type of social 
media can make it easy to 

It is essential to reaffirm the importance of applying existing practice 
standards to new technology.   



unintentionally cross 
professional boundaries.   

 

  
The problem is not social 
media itself, but how it is 
used – both professionally 
and personally.   
 
Social media can make poor 
judgement public and 
permanent. The complaints 
that regulators receive are 
about professional integrity, 
public trust, boundaries, 
privacy and confidentiality.   
 
As professionals, we are 
expected to act with integrity 
and maintain the public’s 
trust in the profession.   
 
 
 
 
 
 
 
 
 

The Professional Standards are a starting point for guiding social media 
use.  Understanding how the Standards apply in the concrete world is 
critical to applying them in the virtual world.  Comments or actions that 
are unacceptable in the public spaces or at your workplace are also 
unacceptable online.  Before using social media, think about how your 
actions could affect your reputation or that of the profession.   
 



 
 
 
 



 

 

 


